Protecting you Computer

How | Protect Mine



Keep the BAD Things Out

But Just In Case

BACKUP



First Line of Defence

Anti Virus

| use AVG Free



http://free.grisoft.com
Checks incoming Emaill

There are others



Virus caught this year

Program Wiew Action Service [nformation
“¥E AVG B 60 e Y3 e
Anti-Virus S | T | Virus name Path Date of detecti...| Filename File size
Free Edition aa Embedded executable fle 1/20/2007 5.33%... WW
Files h'? date & ¥ | Embedded executable file flazh postcard exe | 2/4/2007 3:51:45. | flash postcard.exe | 49.4 KB
__ Year 2007 & | Embedded executable file flash postoard. exe | 2/4/2007 8:51:4€. | flash postcard.exe | 49.4 KB
Fil b . & ¥ | Embedded executable file Love Postcard.exe | 41242007 3:25:4... | Love Postcard.exe | 50.7 KB
;I es by U.II'I.IS name & | Embedded executable file postcard. exe 143042007 10:57 .. | postcand. exe 44 95 KB
""" Other viruses & ¥ | Embedded executable file poztcand. exe 1/28/2007 8131, | postcarnd. exe 4345 KE
B Internet Worms & Y | Embedded executable file Mews. exe 479/2007 7-34:0%.| News.exe 5014 KB
- Trojan horses & [} | Embedded executable file Fead Moeexe | 1/20/2007 804:1..| Read More.exe | 26 KB
%) [\_3 Embedded executable file greeting card.exe | 1/24/2007 4:24.5 | greeting card.exe | 5011 KB
@ B3| Virus found 1w Muvear Flash Postcard.exe | 1/30/2007 12:07 ... | Flash Postcard exe | 43.44 KB
& [}| Embedded executable file Video. exe 142142007 8:51:%.. | Video.exe 30.EE KB
& Y| Embedded executable file Read Mare.exe 1413/2007 2:44:2. | Read More exe 28.66 KB
& [}| Embedded executable file EClea2_0.exe 342542007 8:41:%.| ECleaZ_Oexe 273ME
& Y| Embedded executable file Greeting Card.exe | 1/27/2007 2:22:4..| Greeting Card.exe | 4345 KB
& [}| Embedded executable file Full Mews. exe 142042007 B:29:Z.. | Full Mews exe 30.EE KB
7] [\_! Trojan horge Downloader. Tibz. 4. | greeting postcard ... | 441252007 3:05:1... | greeting postcard ... | 5064 B
& [}| Embedded executable file Read More.exe 4/8/2007 11:13:4...| Read Mare.exe 5014 KB
& Y| Embedded executable file Full*ideo. exe 141342007 8:53:0... | Full Video.exe 26 KB
& [}| Embedded executable file Greeting Postzarc... | 1/28/2007 11:59 .| Greeting Postzarc...| 49.44 KB
& Y| Embedded executable file poztoand. exe 24202007 11150, | postcand. exe 45342 KE
& [}| Embedded executable file LanScanr.exe 2ME42007 1:52:1...| LanScanr.exe 5E0.22 KB
& Y| Embedded executable file Greeting Postcarc... | 1/22/2007 210:%...| Greeting Postcarc... | 47.13 KB
& [}| Embedded executable file postcard. exe 24872007 335:3E.. | postcand. exe 434 KB
& 3| Trojan harse Downloader Agent | Full News. exe 142042007 32270, Full Mews. exe 26 KB
& [}| Embedded executable file Greeting Card.exe | 2/8/2007 5:40:20...| Greeting Card.exe | 49.4 KB
& Y| Embedded executable file poztoand. exe 1429/2007 5:43:0... | postcand. exe 43,44 KB




®_ AVG Free Edition - Control Center

Program View Service Information

AVG

Anti-Virus
Free Edition

‘i’] Test Center

Security status

You are fully protected. Your zpstem iz up to date and all installed components are working properly.

¢ Help Topics

=,

< Check for Updates

A\ Attention!

Component | Status | Description |
& Anti-Virus Internal Virus Database is up-to... Information about status and release date of the AVG Free Virus Data...
& Scheduler Next scheduled task: 11/22/20... Automatic (scheduled) triggering of Tests and Updates.

& Resident Shield Resident Shield is loaded and f...  Provides on-access scanning of executable files and documents.

e Virus Vault The Virus Vault contains 26 file... Virus gquarantine, safe storage for infected files.

4 Update Manager Last update on 11/21/2007 9:0... Automatic AVG Free Edition update from the Internet or local network.
&4 Shell Extension AVG Free Edition is active in Wi... Antivirus scanning in the Windows Explorer context menu.

& E-mail Scanner E-mail Scanner is fully functional. Scans incoming and outgoing e-mail messages.

Scans emall, incoming
programs and files etc



Do | need More?

Yes — | use 'scanner
programs to protect against
anything slipping by avg



A Ad-Aware 2007

olx

(e ) Performing Scan
(o= )
Overall Scan Progress
@ 5Scan Mode
O (Quarantine & Ignore
s ionio Section Progress

:

eb Update ]
Current section: Scanning files
L0015 8 BlUg:InS Current path: ..plication Data\MicrosofiCryptotRSAMachinekeys)
Current object: ...a586e031b38_172f5920-2b01-4a42-B6e1-2feTadfedZed

NV IS

LSetings,

Scan Details

Selected scan mode: Full Scan
Definitions File: 0031.0000
Total infections detected: 121
Objects ignored: 0
Scan time: 00:02:26
Get real-time protection
with Plus or Pro - { )
b .'# -i# _‘?; mﬂm
LY e
i =
— L7 5N
B
= "

Ad-Aware is fastest | run it
occasionally



= =10

= Spybot-55D P Immunize

=

elf betare threats find their way inta your s

Imnrmunize: Check, again E} Undo @) Help

P
@

Immunize Hide: thiz information

4 ' Thiz page allows you a few preventive meazures againzt zpeware. Lzing the permanent immunity iz recommended az well az the download blocker as a second protection layer.

Permanent Intermet Explarer immunity
Statuz; Check for protection hag finighed,
EEENNEEEEENNENEEENNENEEEEEN RN NREEEENEEEEENEEEEENNEEEEENEEEEEENEEEEEENEREEENNEEEEENNENRRREEEEREEEENE
38704 bad products already blocked, 1014 additional protections possible. Please immunize.

FPermanently running bad download blacker far Intermet Explarer

“_ % Browser Helper to block bad downloads is installed.

W Enable permanent blacking of bad addresses in Internet Explorer

|Block all bad pages silently.

x|

3 38704 bad products already blocked, 1014 additional protections possible. Please
: immunize.

OK

Spybot Blocks BAD Websites

Settingz
Toals

1 I [ P T e —



Es Spybot - Search & Des

File  Mode Language Help
= Spubot-SED

Check, for problems 3&:" ﬂFiH zelected problems = Prirt t‘/ Help

Thiz iz the main zcan page of Spybot-5&0. Here pou zcan pour gystem ['Check for problems"' button] and fix ary problems found ['Fix zelected problems" button]. Hint; if you haven't done go pet, we recommend pou read th
tutorial [zee Help menu] ta learn how ta deal with the scan results.

Hide thiz information

Problanm Kind
= CasaleMedia 7 entries
Update Tracking cookie [Firefox: default] Cookie .
=paa Firefor [default): .cazalemedia comd [CID) ‘zZ,)
Tracking cookie [Firefor: default] Cookie .
Firefos [default]: .cazalemedia. comd [ChJ) i)

Tracking cookie [Firefox: default) Cookie .
Firefos [default]: .cazalemedia comd [CMPS) @

3

Tracking cookie [Firefox: default) Cookie .
Firefos [default]: .cazalemedia. comd [CMPF] @

3

Tracking cookie [Firefox: default) Cookie .
Firefow [default): .cazalemadia comd [CMPH] “a.)

&

Tracking cookie [Firsfos: default] Cookie .
Firefor [default): .cazalemedia comd [CMFP] ‘zZ,)

=

Tracking cookie [Firsfos: default] Cookie .
Firefor [default): .cazalemedia com/ [Chix3] ‘zZ,)
. [w] DoubleLhic entnes
DoubleClick 1 i
Tracking cookie [Firefox: default) Cookie .
Firefom [default]: . doubleclick. net/ [id) @

= MediaPlex 1 entriez

Tracking cookie [Firefox] Cookie .

SEEERagUlts of a scan

Tracking cookie [Firsfos: default] Cookie
Firefor [default):  statcounter com/ [zession_B00480]

Tracking Cookies are not
really harmful -they keep tab
on your browsing

Tools

¢

¢

Infa & License

10 problems found [28:24]



B Spybot - Search & Destroy —

File  Mode Language Help
=l Spybat-SED

Search & Destroy

i fo lemns and remowe therm.

Check for problems E:Jﬂ Fix selected problems = Frint t)/ Help

b, Thiz is the main scan page of Spybot-5&0. Here you zcan your system ['Check for problems' button] and fis any problerns found [*'Fix zelected problems' buttan). Hint: if you haven't done so vet, we recommend you read th
tutonial [gee Help menu) to learm how to deal with the zcan resultz,

Hide thiz information

Froblem Kind
— CazaleMedia 7 entries
Update Tracking cookie (Firefos: default] Cookie .
=haa Firefox [default]: .cazalemedia.com/ [CHID) "Z_D
Tracking cookie (Firefox: default) Cockie .
Firefox [default]:  casalemedia.com. [Chd] “ZZ;‘
Tracking cookie (Firefox: default) Cockie .
Firefox [default]:  cazalemedia.com/ [CHMPS] “ZZ;‘
Tracking cookie (Firefox: default) Cockie .
Firefox [default]:  cazalemedia.com/ [CHMPP] “ZZ;‘
Tracking cookie [Firefox: default) Cookie .
Firefox [default]. .cazalemedia. com/ [CMPH) @
Tracking cookie [Firefox: default) Cookie .
Firefos [default]. .cazalemedia. com/ [CMFF) @
Tracking cookie [Firefox: default) Cookie .
Firefox [default]. .cazalemedia. com/ (T3] @
= DoubleClick 1 entries
Tracking cookie (Firefox: default) Cockie .
Firefox [default]:  doubleclick. net/ [id)] “ZZ;‘
= MediaPlex 1 entries
Tracking cookie (Firefox: default) Cockie .
Firefox [default): .mediaples. com/ [svid] “ZZ;‘
= Statcounter 1 entries
racking cookie [Firefox: default ookie
Tracki kie [Firefox: default) Cooki

¢

Firefos [default]. .statcounter. com, [geezion_BO04E0)

Provides ability to 'fix' suspects

Settings

Toalz

Infio & License

10 problems found [28:24)




a-squared Free 3.0

r:l EMSI A-SQUARED

SOFTWARE FREE

Security Status Security Status T =

g ==

Scan PC Malware-Scanner a-squared online:
Last Malware-Scan: 25.10.07 18:23 Scan now | » 2-squared homepage
i:r '-IEI Quarantine Detected objects total: 06 e > Support center

| » Discussion forum

a-squared Free

0 » Security articles

Configuration Last update: 21.11.07 13:20 Lhdatenm » Submit a suspect file
Version: 3.0.0.362 Undater settings
Malware Signatures: 865,051
License: Freeware B-Sﬂuarf_-'d news:
@ o > Mamutu 1.0 released!

| » Beta-Test Invitation:
: Mamutu 1.0 BETA
m;::i:“ Try your free 30 day trial version of a-squared Anti-Malware » A Story About
' today to convince yourself about the awarded background :
guard protection it provides against new infections! Govemnment MEII_'.JEIFE =
: The Federal Trojan

. "= Tip: a-squared Anti-Malware

.’?

Download Trial Maow! QOrder anline - only £ 39.95! » a-squared HilackFree i
3.0 released! ]

-- Close --

A-Squared is the slowest scan | use




Why so many “scanners’ -
One may catch something
another misses

The addresses to download
these programs are on the
Bits Bytes web site



Suppose | get a virus — what
protects my information from
‘getting out”

ZONE ALARM



|

E ZONEALARM- My Account | \ﬁ 0 items

by Check Point Search Site m

Home & Home Office Zc)nE'AIarrn@I DOW“ |Oad5

St lisme — FREE Upgrade to ZoneAlarm® Internet Security Suite with TrialPay — ZoneAlarm® Firewal

Download & Buy ﬁ' Zose

Customer Support F ]

Security Services Ii

Partners & Resellers ] ] . .

ATy Get Comprehensive PC Protection | Get Basic PC Protectic

ZoneAlarm Home | + Network and Program Firewall T
| « Operating System Firewall + Basic Firewall Or

SmartDef & Antivirus Protection

ma 2ense laemiany

Research Center e o + Anti-Spyware Protection : .

Slobe Blicabon vl Seowly iermifadly | dentity Theft ZoneAlarm= *J

Zene Blog How it works?  Wireless PC Protection . Firewall

Pick a 3 Get ZoneAlarm
TrialPay Offer Internet Secuitv

Start TrialPay
Checkout

Teiaiey Checkont

LI L E L
(X T
LLL]

LB

o

You will get a copy of fully licensed Zoneflarm Internet Securiggite for free through our partnership with TrialPay. Try
or buy products you already need from hundreds of name La@ retailers and THEY wvill pay for your software.

4¥ Windows 2000/XP/Vista | s,=tem Requirer

IS IS the one you want

|




Even if you have a Router

Routers stop unasked
Incoming but not outgoing
traffic



"=

= Spubot-5&0

cognition rules online.

_'_]J Mo zerver zelected  » e Download Updates ‘l_ Show Log i) Help

=

|Jze thiz option if you want ta know if there iz a new version of SpyBot - Search & Destroy, and what's new about it.

Thig program will not send any information about pour computer to me or anpones elzel Mwsnap - spvbotl_bmp
File Edit Capture View Tools Help

EHE o~ 3@ S e QA E =
ﬁSnaplE’; ! ;

&3 Fixedn
-+ - Search & Destroy 1.4
£ Any e

3 indao
)| Use this button to sk
& Check far problems

h:?
|dze thig button if wou

[rou'll need an open internet connection to do this)

@@ 9

[ ate

pdate Info

o Full desktop

Update progress

e Spubot - Search & Destron iz contacting the
update server now. .. if the animation below haz
not yet started, pleaze be patient - the server may
be buzy, but the connection is still in progress as

long as this window iz shown,

» Becoveny
r

|

\ Thiz iz very importan
W,/ Search for Updates

-
| 3
QE-® BE o - |av Ok

100% |1267x963

~y

p
“ ~ REPEAT PROGRAM

[ |
Spybot - Search & Destroy is trying to
O I l e a rI I l e I l l access the Internet.
|dentification: Mat available in Zonedlarm

Application: SpubatSD exe
Destination [F: 209 87 209.44:DMS

More Information Available:
| I I e p y O W a | l S This pragram haz previouzsly azked for Internet access.
SmartDefense Advisor More Info...

B {0 access the net i

Tools

[ Remember this setting.

Info & License

[ Al ]| Deny




If things go wrong you need

RESTORE and BACKUP



Select a Restore Point

1. On this calendar, click a bold date.

= Hovember, 2007 =
Sun | Mon | Tue |Wed| Thu | Fri | Sat

28 29 30 31 1 3

4 5 [ 7 3 10

11 12 13 14 15 15 17

13 12 20 21 22 24

25 25 27 28 29 30 1

2 3 4 5 & 7 g

The following calendar displays in bold all of the dates that have restore points available, The list displays the
restore points that are available for the selected date,

Possible types of restore points are: system checkpoints (scheduled restore points created by your computer],
manual restore points {restore points created by vou), and installation restore points (automatic restore points
created when certain programs are installed),

2. On this list, click a restore point.

= Movember 23, 2007 =

There are no restore points created vet for this day, To
restore immediately, pick another day and restore point,
and then try again.

ms>A

ccessories>SystemTools
‘System R

store”™

ou can take a checkpoint or use
a system created one



BACKUP

Backup or Restore Wizard

What to Back Up
You can specify the tems you want to back up.

=

What do you want to back up?

& My documents and settings
Includes the My Documents folder, plus your Favarites, desktop, and cookies.
™ Everyone’s documents and settings

Includes every user's My Documents folder, plus their Favorites, desktop, and
cookies.

™ Al information on this computer

Includes all data on this computer, and creates a system recovery disk that
can be used to restore Windows in the case of a major failure.

" Let me choose what to back up

< Back Meat =

Cancel |

This is from NTBackup also found
in System Tools (if installed



Part of XP Pro - XP Home Users
Install from Windows Install CD

Double-click the Ntbackup.msi file

In the following location on the
Windows XP Home Edition CD-ROM
to start a wizard that installs Backup:
CD-ROM Dirive
\VALUEADD\MSFT\NTBACKUP



You can backup using other programs
even by copying files

Backup deserves a full hour in itself
— but if you value your data be sure
you have a copy of it



