
VISHING 

 



VOICE and PHISHING COMBINED = VISHING 





VISHING DEFINITION 

The fraudulent practice of making phone calls or leaving voice 

messages purporting to be from reputable companies in order to 

induce individuals to reveal personal information, such as bank 

details and credit card numbers. 



Most Common Example 

The fraudster calls the victim saying they are from their bank or another 

institution and informs them that there is a problem with their account or 

credit card. The false alert may also arrive by SMS initially, asking the person to 

call a number to resolve the issue. 



Vishing Red Flags 

Is the caller trying to scare you? 

Is the caller claiming to be an authority figure? 

Are they asking for personal data? 

 

 



Strategies to Prevent Vishing 

 

If you suspect that the call is a vishing scam at any point, hang up and block 

the number if possible. Don't try to carry on a conversation to be polite. 

Don't press any buttons or speak any responses to any prompts from an 

automated message. 





How To Recognize and Prevent Vishing 

● Never provide or confirm your personal information on the phone. ... 

● Listen very carefully to the caller. ... 

● Be wary of any phone numbers the caller gives you to confirm their 

identity. ... 

● Do not answer phone calls from unknown numbers. 

 



 

 Theoretically, if they have your number, hackers can read your texts, 

listen to calls, and also track the movement of your phone (and thus 

track you). To safeguard yourself, be careful what details you give over 

the phone and never send sensitive information via text message or email. 



Vishing Scams are a Real Hang-Up 

 
Phishing accounts for an astonishing 90% of data breaches, according to 

Cisco's 2021 Cybersecurity threat trends report. The FBI lists the three 

subgroups of phishing — vishing, smishing, and pharming — as the most 

prevalent threat in the U.S. in 2020, with more than 240,000 victims 



Smishing and Pharming 

Smishing is a form of phishing that uses mobile phones as the attack 

platform. Smishing is implemented through text messages or SMS, giving 

the attack the name “SMiShing.” 

Pharming is like phishing in that it is a threat that tricks users into divulging 

private information, but instead of relying on email as the attack vector, 

pharming uses malicious code executed on the victim's device to redirect to an 

attacker-controlled website. 

 



You can avoid cyber risks by taking steps in advance: 

 

Limit the personal information you share online.  

Change privacy settings and  

Do not use location features.  

Keep software applications and operating systems up-to-date.  

Create strong passwords by using upper and lower case letters, numbers and 

special characters. 



What is spoofed? 

 Phone number spoofing causes the Caller ID to display a phone number 

or other information to make it look like the calls are from a different 

person or business. While the caller's information may appear local, the 

calls are often placed by telemarketers located outside the state or country. 

 





Can cell phones be spoofed? 

 Spoofing cell phone numbers may not seem like a serious threat. But by 

altering caller ID information, scammers can pretend to be from 

reputable organizations, manipulate people into divulging sensitive 

personal data, and defraud them out of thousands of dollars. 





Blocking Numbers on Android Phone 

Spoofed numbers can be blocked on an Android device the same way 

as any spam caller or unwanted contact. 

1. Open your Phone app on your home screen and find the Settings 

menu. 

2. Tap or type in Block numbers in address bar. ... 

3. Find the number you want to block, either by typing in the 

number, or locating it in your Recents or Contacts lists. 

 



Install an anti-spoofing app on your smartphone 

 

You can protect your phone calls and text messages with an anti-spoofing 

app. These services typically focus on reducing access to your actual 

phone number by masking it with a secondary number (that you can often 

specify) 

Hiya and AVG are examples of such apps. 







Do Not Call List 

https://lnnte-dncl.gc.ca/en/Consumer/Register-your-number 

This list filters out consumers who do not want to receive unsolicited calls. 
This helps ensure that the households you do contact are more likely to be 
receptive. 

Who can still call you? 

● Canadian registered charities; 
● Political parties, riding associations and candidates; 
● Persons or entities collecting information for a survey; and 
● Newspapers of general circulation, for the purpose of soliciting subscriptions. 
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What Bell offers. 

Call Privacy 

Call Privacy asks callers with a private or unknown phone number to identify 
themselves before allowing the call to go through. They must either : 

● Press the star key (*) to enter their 10-digit number 
● Press the pound key (#) to reveal their private number. 
● Cost is $8.95 per month. 

 



Call Display required 

This feature requires Call Display. 

Call Screen, included with Call Privacy, redirects 12 phone numbers to a 

recording that tells callers you aren't taking calls at this time. 

 

With Home phone Choice (including up to 8 features) or $8.95/mo. when purchased à 

la carte. 

 

http://www.bell.ca/Home_phone/Calling_features


How do I disguise my caller ID? 

 Use *67 to hide your phone number 

This trick works for smartphones and landlines. Open your phone's 

keypad and dial * - 6 - 7, followed by the number you're trying to call. The 

free process hides your number, which will show up on the other end as 

“Private” or “Blocked” when reading on caller ID. 

.  

*67 does not work when you call toll-free numbers (800) or emergency numbers 





Two Examples of Phone Manipulation 

1. Never say “yes” to a scammer or phone bot. 

 

1. What is a port-out scam? How thieves port your phone number and start 

stealing from your accounts. 



Saying “yes” 

If you receive a call and immediately hear the phrase “Can 
you hear me?,” hang up. The phrase is used to coax you into 
saying “yes,” a word that, if said in your voice, is as good as 
gold for con artists. 



If you say “yes”, what happens? 

A pleasant-sounding voice might ask an innocuous question, like 

“Can you hear me?” or “Are you a homeowner?” The objective is to 

get you to say “yes.” That’s all the scammer needs. The scammer 

may then send you an invoice for a service. They may also bill your 

phone number directly, or attempt to make a charge using your 

credit card. When you call to contest the charges, the scammer will 

use your recorded “yes” to intimidate you into paying.  



What happens? 

Even if the scammer doesn’t successfully bill you, your “yes” can 

still be hurtful. Answering the phone and talking demonstrates 

that your number is a viable target for telemarketing. The 

scammer may bundle your information with other victims and 

sell it to other potential scammers on the dark web. 

 



What to do if an unknown number calls? 

Do not to answer your phone if an unknown number calls in most 

cases. 

If you are unsure about the number e. g. job hunting, waiting for a 

medical appointment, selling things on KIjiji, unknown numbers 

represent opportunities. Not answering your phone could mean 

missing out on something.  

 



What to do if an unknown number calls? 

Until you can figure out if you’re talking to a real person, it’s best to avoid 

giving straightforward answers. If someone asks if you can hear them, 

say “I can hear you just fine.” Don’t use the word  “yes” . 

If they ask a personal question, ask them why they want to know. Both of 

these responses will throw a robocall or a call center employee off script, 

giving you an opportunity to see if it’s a real person calling with a real 

opportunity or a scammer wasting your time. It’s also worth repeating 

that you should never give out personal information over the phone.  



Anatomy of a phone scam. 

What is a port-out scam? 

Your phone number is more sensitive than you think — security features like two-factor 

authentication rely on it. Losing your phone number can sometimes be just as bad as 

losing your actual phone. If someone takes control of your phone number with a port-

out scam, they can hack your email and social media or even drain your bank 

accounts. 
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How port-out scams work? 

 
If you decide to switch carriers, phone companies can let you keep 

the same phone number by porting it out to another service. Some 

criminals can and have abused this option, targeting giants like 

Rogers and Bell. 

 



How the Port-out Scam works? 

In a phone number port-out scam, the perpetrator hijacks your 

mobile number by transferring it to their own carrier. It’s similar 

to the SIM swapping scam where the criminal takes control of 

your phone number by transferring it to their own SIM card. 

https://nordvpn.com/blog/sim-swap-attack/




SIM card swap 

At its most basic level, during a SIM swap, a SIM hijacker convinces 

your mobile carrier to port your phone number over to their SIM 

card. By transferring those incoming messages, fraudsters can easily 

access your most sensitive accounts by completing text-based two-factor 

authentication checks. 



Port-out scam is similar to SIM swap card scam. 

How they do it? 

Usually, they do so by impersonating you.  

First, they collect information about you  

online — enough to trick the phone  

company's representatives. Then they  

call your phone company, impersonate  

you, and request a transfer to another carrier.  



What phone company usually does? 

A company will usually send you an email letting you know that your phone 

number is being ported. Many people ignore this warning thinking it is just another 

hacker trying to scam them. 



Taking Control 

Once they control your number, criminals gain access to your 
other accounts.  

They can do so by initiating password resets using two-factor 
authentication.  

They can then empty your bank accounts, cryptocurrency 
wallets, hold your social media for ransom, or even ask 
others for money by pretending to be you. 

 





How do you know if you’ve been targeted? 

 

It can be difficult to recognize that you’re under attack before it’s too late. But there are 

some giveaways that you should never ignore. These can vary depending on your 

phone company:  

You can only make emergency calls.  

You completely lose service on your phone. 

You receive a message saying that your SIM is either blocked or ported. 

You are notified that your phone doesn’t recognize the SIM card. 

Any activity on your social media, email, or bank accounts that you don’t recognize. 



What to do if you’ve been targeted? 

 

Once you become a victim of a phone porting scam, time is 

essential. The quicker you react, the less likely you are to 

lose your savings. 

 



What to do? 

● Contact your carrier immediately. Find out what’s happening, if your number has been 

ported, they will help you transfer back your number or temporarily block it. 

● Check your accounts for suspicious activities. If you see something out of the ordinary, 

change your passwords. 

● Warn your bank and other institutions. Temporarily freezing your account might be the 

best solution. 

● Contact the police. Provide the authorities with any evidence you have of malicious 

activities on your accounts. 

https://nordvpn.com/blog/the-tips-on-creating-strong-passwords/

